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HealthQx® Bring Your Own Key (BYOK)

Key Management

1. A private key is created in the key 

vault.  The corresponding public key 

is provided to the client to wrap their 

private key.

2. Client key management requests are 

made by providing both the private 

key and the Change Healthcare 

public key.

3. The client then authenticates in 

Change Healthcare’s Microsoft Azure 

subscription. 

4. Clients can then upload wrapped 

keys directly to Change Healthcare’s 

standalone vault environment.
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HealthQx® Bring Your Own Key (BYOK)

End-To-End Solution Architecture

• Client’s Standalone Environment  • Client’s Encryption Key Will Be Used             
End-To-End

• No Changes to the Original Architecture 
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